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Abstract 

The rapid development of artificial intelligence (AI) in higher education has created an urgent 

need to strengthen students’ AI literacy, particularly in understanding foundational concepts, 

critically evaluating AI outputs, and applying ethical considerations. This study aims to analyze 

students’ AI literacy skills and to develop e-modules and e-courses designed to enhance their 

conceptual, critical, and practical competencies. A design-based research approach was 

employed, involving needs analysis through interviews, instructional design development, 

expert validation, and implementation testing with student users. Data were collected through 

qualitative interviews, expert review sheets, and user response questionnaires, and were 

analyzed using systematic reduction, interpretation, and triangulation techniques. The findings 

reveal that students predominantly possess functional rather than conceptual or ethical AI 

literacy. They frequently rely on AI tools without adequate prompt construction, verification 

strategies, or awareness of potential algorithmic bias. The developed e-module and e-course 

received high validation scores, demonstrating strong content quality, effective structure, and 

high levels of interactivity, particularly in the video-based e-course. User responses further 

indicate that digital learning materials significantly improved students’ understanding of AI 

fundamentals and responsible use. This study emphasizes the importance of higher education 

institutions incorporating AI literacy into their curricula through structured digital learning 

resources and explicit ethical guidelines for AI-assisted academic work. Limitations include the 

small interview sample, restricted institutional context, and absence of longitudinal effectiveness 

testing. Future research should involve larger participant groups and long-term evaluation to 

strengthen the generalizability and sustainability of the model. 
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A. Introduction 

The phenomenon of artificial intelligence (AI) has grown rapidly and is being increasingly 

applied in various aspects of life, including the academic world. AI literacy skills are becoming 

increasingly important for students, as the academic world and industry are now relying more 

heavily on this technology (Ali & Rani, 2024). The challenge faced by students in improving 

their AI literacy is the lack of easily accessible learning resources that are appropriate for their 

level of understanding. Much of the available AI material remains technical and challenging for 

students to comprehend. The gap between needs and technological skills can disrupt the learning 

process (Ulum & Arifin, 2024). 

Students use ChatGPT as an academic tool without a thorough understanding of how 

artificial intelligence (AI) works, including how the model is trained, the data sources used, and 
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the potential biases it may contain. The limitations of AI, such as a lack of deep contextual 

understanding and a tendency to produce information that is not always accurate, are often 

overlooked by users who lack adequate digital literacy (Bender et al., 2021). This ignorance can 

lead to over-reliance, where students tend to accept AI answers without critical thinking or 

further verification of the information provided (Weidinger et al., 2022). Furthermore, the use 

of AI without proper understanding can contribute to the spread of misinformation, which risks 

creating misunderstandings in academia and society at large (Onayinka et al., 2024). Mahmudah 

(2024) successfully educated teachers on recognizing the working principles of AI.  

In the use of artificial intelligence such as ChatGPT, many users create prompts that are too 

broad or ambiguous, causing the system to generate answers that are general, lacking in depth, 

and not always suited to the specific needs of users (Liu et al., 2023). Unfocused prompts make 

it difficult for ChatGPT to tailor its responses to the desired context, resulting in information that 

is less relevant or too general (Brown et al., 2020). Users are advised to create more detailed and 

specific prompts, including relevant keywords and clear boundaries, so that the system can 

generate more accurate and in-depth responses (Zhang et al., 2022). Additionally, strategies such 

as prompt iteration, which involves asking follow-up questions based on previous responses, can 

enhance the quality of the information obtained (Liu et al., 2023). By understanding how to 

construct effective prompts, users can maximize the benefits of AI in various fields, including 

education, research, and data analysis (Mujica-Sequera, 2025). Literacy skills are crucial in the 

digital age and should be taught in both academic and professional contexts (Wei et al., 2022). 

Based on observations, students who use ChatGPT often unconsciously compose prompts 

with words that steer the answers toward a certain perspective, either in the form of implicit 

assumptions or suggestive questions. Users should use neutral and open language when 

composing prompts so that the model can generate more balanced and diverse answers with 

multiple perspectives (Onayinka et al., 2024). One strategy that can be employed is to ask 

exploratory questions and include requests to compare different perspectives, thereby 

minimizing bias in the results provided (Gabriel et al., 2020). Understanding how to design 

effective prompts not only enhances the quality of the answers obtained but also fosters critical 

thinking in the application of AI technology in academic and professional contexts (Weidinger 

et al., 2022). 

According to Tanberga & Daniela (2022), there are six key components of AI literacy for 

educators: understanding the basics of AI, critically evaluating AI technology, considering 

ethical issues, practical use of AI tools, awareness of social implications, and effective 

communication about AI. Laupichler (2023) defines AI literacy as a set of competencies that 

enable individuals to critically evaluate AI technology and communicate and collaborate 

effectively with AI. There are three factors measured: technical understanding, critical 

assessment, and practical application. Wang (2022) defines AI literacy as the ability to recognize 

and understand AI technology in practical applications. AI literacy refers to the awareness of 

understanding what AI is and its implications. 

Based on interviews with one of the students, it was found that students often write only 

one word or phrase without providing context. ChatGPT cannot accurately understand what the 

user actually wants, resulting in answers that are too broad and less specific. The use of ChatGPT 

often results in the system writing only one word or phrase without providing adequate context, 

making it difficult for the system to understand the true meaning of the question (Liu et al., 

2023). This results in answers that are too broad, unspecific, and sometimes irrelevant to the 

user's needs (Zhang et al., 2022). Therefore, it is important for users to include additional details 

in the prompt, such as explaining the background of the question, mentioning specific topics, or 

providing relevant examples (Wei et al., 2022). By adding clearer context, the model can better 
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understand the user's intent and generate more accurate, focused, and valuable answers (Liu et 

al., 2023). Understanding this strategy not only improves the effectiveness of communication 

with AI but also helps users optimize the use of artificial intelligence in various fields, including 

education and research. 

One observation of students' use of ChatGPT reveals that they often accept the first answer 

provided by ChatGPT without attempting to refine or optimize the prompt. The answer obtained 

may not be optimal and could be better if the prompt were improved. ChatGPT users often accept 

the first answer provided without adjusting or optimizing the prompt, even though the response 

quality can be improved by iterating the question (Wei et al., 2022). The answers obtained from 

AI can be unspecific, irrelevant, or too general, especially if the initial prompt is ambiguous or 

lacks detail (Liu et al., 2023). It is recommended that users add context, use clearer language, or 

modify the question structure so that the AI can provide more relevant answers to their needs.  

Haris (2024) has explored the AI skills of students who are capable of changing academic 

ethics and norms. Suwahyu, Waratman, and Pratama (2024) found that differences in knowledge 

about AI lead to varying views and approaches to AI use, while the assessment and 

understanding of AI ethics still require further attention. AI-based teaching modules have been 

successfully developed to train user competencies (Mahmudah, Nisa, & Masruroh, 2024; Dai & 

Ramadhan, 2024). 

Many users do not utilize the iteration and discussion features of ChatGPT, resulting in 

them receiving only one answer without exploring further options. The answer may be too 

general, even though ChatGPT can provide more details if asked again. Use follow-up questions. 

Many ChatGPT users who only receive one answer without utilizing the iteration and discussion 

features also improve the AI's skills, thereby not missing the opportunity to obtain more specific 

and in-depth information (Wei et al., 2022). By asking follow-up questions or requesting 

clarification, users can obtain more relevant details according to their needs (Shin et al., 2021).  

The development of e-modules and e-courses is designed to provide systematic, interactive, 

and contextual learning access that bridges the gap in students' understanding of basic concepts 

and the application of AI literacy. These e-modules and e-courses also enable personalized 

learning that encourages the improvement of AI literacy skills independently, sustainably, and 

relevant to the needs of the 21st century. 

Ghani (2024) emphasizes the need for the education system to adapt and incorporate AI 

literacy as a crucial component of education. AI literacy is a rapidly growing field, and further 

research is needed to develop effective and targeted teaching strategies for integrating AI literacy 

into education. Understanding AI literacy in the context of education provides a basis for 

developing effective strategies to prepare teachers for the growing development of AI in 

education.  

 

B. Methods 

Research Design 

This study employed a design-based research (DBR) approach, utilizing the ADDIE 

instructional design framework, which comprises five iterative stages: Analysis, Design, 

Development, Implementation, and Evaluation. DBR was selected because it emphasizes the 

systematic development and refinement of educational interventions in real learning contexts 

while generating practical and theoretical insights (Reeves, 2006). The ADDIE model was 

chosen due to its structured yet flexible nature, enabling formative evaluation at each stage of 

development (Branch, 2009). Through this approach, e-modules and e-courses were developed 
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to enhance students’ artificial intelligence (AI) literacy competencies, ensuring both 

instructional effectiveness and contextual relevance. 

Research Procedures 

The research process began with the Analysis stage, which aimed to identify students’ AI 

literacy needs and learning gaps through a needs assessment and semi-structured interviews. The 

analysis revealed that students’ understanding of AI was primarily limited to operational and 

functional aspects, with insufficient attention to evaluative skills and ethical considerations. 

These findings informed the Design stage, during which instructional flowcharts, storyboards, 

and content structures were developed. The design process emphasized alignment between 

learning objectives, content sequencing, and media characteristics, while adhering to principles 

of low cognitive load and instructional coherence (Molenda, 2003; Sweller et al., 2019). During 

the Development stage, the instructional designs were realized as a text-based e-module and a 

video-based e-course incorporating infographics, contextual examples, and interactive elements. 

Prior to implementation, expert validation was conducted to ensure the accuracy of content and 

its pedagogical suitability. The Implementation stage involved pilot testing with students, 

followed by a formative Evaluation stage aimed at continuous improvement of the instructional 

products. 

Data Collection Techniques 

Multiple data collection techniques were employed to ensure methodological rigor and data 

triangulation. Semi-structured interviews were used during the Analysis stage to explore 

students’ perceptions, prior knowledge, and learning needs related to AI literacy. Expert 

validation was conducted during the Development stage, involving three experts in instructional 

design and educational technology who evaluated the products in terms of content accuracy, 

media quality, and pedagogical appropriateness, consistent with ADDIE development principles 

(Branch, 2009). During the Implementation stage, data were collected through a structured 

questionnaire administered to students to assess the quality of instructional content, visual 

presentation, and interactivity of the e-modules and e-courses. 

Data Analysis Techniques 

Data analysis employed both qualitative and quantitative descriptive techniques. Qualitative 

data from interviews were analyzed through data reduction, thematic coding, and interpretation 

to identify key patterns in students’ AI literacy needs (Miles et al., 2014). Quantitative data 

obtained from expert validation and student questionnaires were analyzed by calculating mean 

scores to determine the feasibility and quality levels of the developed instructional products. In 

addition, qualitative feedback from experts and users was analyzed thematically to guide product 

revisions. The formative evaluation results led to several improvements, including the 

integration of quizzes, active hyperlinks, and enhanced visual consistency, thereby strengthening 

the effectiveness of the e-modules and e-courses in supporting students’ AI literacy 

development. 

 

C. Results and Discussion 

Analysis 

The analysis stage aims to determine the respondents' skill levels and identify areas for 

improvement through the development of e-modules and e-courses. This stage involved 

interviewing several respondents about their AI literacy skills. The questions and answers from 

the interviews are as follows. 
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Question: What do you know about artificial intelligence (AI) and how it functions? 

Respondent's answer:  

“In my opinion, AI is like an artificial brain. It learns from data and can then make 

decisions. It's like when I tried a machine learning model. The more data I gave it, the better 

the predictions were. So, AI basically learns from experience, only in a digital version”. 

Question: How do you adapt the use of AI to suit specific needs or contexts? 

Respondent's answer: 

“I usually use it as needed. For example, I use an AI assistant for coding, but I use different 

tools for designing presentations. So, it cannot be generalized; you have to look at the 

context”. 

Question: How do you assess the accuracy or quality of the results provided by an AI 

system?   

Respondent Answer:   

“My way of checking accuracy is simple: compare it with other references. If the answers 

are consistent, then it's worth using. But honestly, AI often gives random answers, so we 

still need to filter it ourselves”. 

Question: What do you know about ethical issues in the use of AI? 

Respondent 1's answer: 

“When it comes to ethics, what concerns me the most is plagiarism. Many of my friends just 

copy and paste AI results for their assignments. In my opinion, universities really need to 

provide clear guidelines so that we don't make mistakes”. 

Respondents had varying levels of understanding of the basic concepts of AI. Respondents 

demonstrated a relatively technical understanding, mentioning that AI “learns from data” and 

“makes predictions,” which indicates insight into the mechanisms of machine learning. 

In answering the second question regarding the adaptation of AI use, all respondents 

demonstrated the ability to adapt AI to the context of their specific tasks or needs. Respondents 

mentioned the use of AI in the context of productivity and design. Questions about ethical issues 

demonstrated considerable reflection on the part of the respondents, raising concerns about 

plagiarism as a potential consequence of using AI in academic tasks. 

The respondents' experiences show that artificial intelligence (AI) has been significantly 

integrated into their daily lives, whether in academic contexts, creative work, or practical 

activities. AI is used adaptively for various needs, from summarizing articles and designing 

presentations to translating languages. However, most respondents understand AI functionally 

rather than conceptually, with limited technical understanding. This indicates that the benefits 

of AI are felt in a tangible way, but are not yet accompanied by a deep understanding of its 

underlying technology. 

In assessing AI results, respondents employ contextual and subjective approaches, such as 

comparing them with other sources, evaluating their suitability for the material, or verifying 

them based on personal experience. This approach demonstrates evaluative efforts, but is not yet 

grounded in structured standards or scientific methodology. As a result, there is the potential for 

uncritical or even misleading use of AI if users are not equipped with adequate information 

literacy skills. 
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Awareness of ethical issues in the use of AI is growing among users, as evidenced by 

concerns about plagiarism, copyright infringement, algorithmic bias, and the misuse of 

technology, such as deepfakes. However, this awareness remains individual in nature and has 

not been accompanied by systematic ethical policies or guidelines from educational institutions 

or other authorities. Therefore, there needs to be an institutional effort to develop guidelines for 

the responsible use of AI and to strengthen digital literacy that comprehensively covers technical, 

critical, and ethical aspects. 

Design 

In this development study, several e-module and e-course frameworks and structures have 

been designed, as shown in the figure below. 

 

Figure 1. Storyboard of e-module and e-course 

The storyboard design displays two content structure charts: one for the E-Module (on the 

left) and one for the E-Course (on the right). These two structures share similarities in their main 

components, but differ in their emphasis within the context of use. Each begins with introductory 

elements, including the Cover, Title Page, Foreword, Table of Contents, E-Module/E-Course 

Objectives, Competency Map, and Instructions for Use. Next, the core material content is 

grouped into seven digital competency domains, namely: Hardware and Software, Information 

and Data Literacy, Communication and Collaboration, Content Creation, Safety, Problem 

Solving, and Career Competencies. 

In the previous version, the learning section in both models (E-Module and E-Course) was 

divided into five components: Introduction, Material Learning, Practicum, Project 

Implementation, and Summary. In the revised version, this structure has been simplified. E-

Modules utilize three main elements: Unit Learning Objectives, Unit Material Points, and 

Material Learning. In contrast, E-Course Videos have been simplified into Introduction, E-

Course Material Learning, and Practicum/Summary. 
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Figure 2. Revision Storyboard of e-module and e-course 

This revision streamlines the learning flow to make it more focused and reduces the user's 

burden by eliminating unnecessary segments. This approach reflects the principle of streamlined 

instructional design, which is to reduce complexity without losing the essence of the content. 

This is very important in the context of digital learning, which demands clear navigation and 

practicality. 

The initial version distinguished between E-Modules and E-Courses, while the revised 

version specifically refers to Video E-Courses. The content structure also began to adapt to the 

characteristics of the media used: E-Modules are more textual and systematic, while Video E-

Courses are more narrative and visual. 

The addition of the word 'Video' to 'E-Course' is an important step because it emphasizes 

that the content is intended for audiovisual media, not just digital text-based media. This 

demonstrates the adaptation of media-based learning design, in which content is not only 

converted but also tailored to the delivery format. This is crucial to ensure that learning remains 

effective, even though the media format differs. 

In the revised E-Module, there are additional section titles: Unit Learning Objectives and 

Unit Material Points, which were not previously explicitly stated. In the Video E-Course, terms 

such as “E-Course Title,” “Introduction,” and “List of Materials” are used more consistently at 

the top. 

Development  

Based on the previous development steps that have been carried out, the next step is to test 

the e-module and e-course products with several validators. The results of the validators' 

assessment of product development are presented in the table below. 
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Table 1. Product Validator Results 

Screenshot before evaluation Validator 1 Screenshot Revision 

 

Technology-based interactive 

features, more contextual 

presentation of case studies 

 

 

Screenshot before evaluation Validator 2 Screenshot Revision 

 

material based on the 

Kemdiktisaintek Book 
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Screenshot before evaluation Validator 3 Screenshoot Revision 

 

addition of interactive visual 

elements (infographics), 

provision of concept maps 
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Screenshot before evaluation Validator 1 Screenshoot Revision 

 

 

 

 

 

Technology-based 

interactive features, more 

contextual presentation of 

case studie 

 

 

Screenshot before evaluation Validator 2 Screenshoot Revision 

 

material based on the 

Kemdiktisaintek Book 

 

Screenshot before evaluation Validator 3 Screenshoot Revision 

 

addition of interactive visual 

elements (infographics), 

provision of concept maps 

 

Implementation 

This stage covers user/respondent responses to the implementation of the developed 

modules and e-courses. Several aspects were reviewed to evaluate the effectiveness of the AI 

literacy modules and e-courses. 
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Table 2. Respondent questionnaire responses related to the evaluation of the use of AI literacy 

modules and e-courses 

No. Aspect Percentage 

E-modul E-Course 

1 Content Quality 85% 89% 

2 Design/Appearance 86% 84% 

3 Interactivity 82% 88% 

Respondents gave a score of 85% for the e-module and 89% for the e-course, indicating that 

both were considered to have good and relevant content. The higher score for the e-course 

indicates that the delivery of content in video or interactive formats was considered more 

interesting and easier to understand than the text format in the e-module. This suggests that the 

visual and narrative aspects of the e-course can enhance the user's comprehension of the material. 

The design or appearance aspect received a score of 86% for the e-module and 84% for the 

e-course. This result is quite interesting because it shows that, despite the e-course being digital 

and visual, the e-module is actually rated slightly better in terms of appearance. This may be due 

to the more systematic and standardized layout structure of e-modules, or because users are more 

familiar with written document formats. However, the small difference in scores suggests that 

the designs of both are at a satisfactory level. 

A striking difference is evident in this aspect, where e-courses received a high score of 88%, 

while e-modules received a score of only 82%. This reinforces the assumption that e-courses are 

superior in creating an active learning experience, possibly due to features such as videos, 

interactive quizzes, or other multimedia elements that directly engage participants. In contrast, 

e-modules tend to be passive and do not support dynamic independent exploration. 

Evaluation 

To improve the interactivity score of e-modules, it is recommended to add features such as 

active links to explanatory videos, quizzes based on Google Forms or Learning Management 

System (LMS), and reflective assignments with automatic feedback. This will help bridge the 

gap in interactivity between document formats. 

e-courses are already well-suited in terms of content and interactivity, but the design aspect 

can still be improved through the use of more professional visual templates, consistent color 

schemes, and transition settings that are neither too fast nor too slow. The addition of audio 

narration that is in sync with the visuals will also increase user comfort in following the material. 

For both formats, the content can be more detailed or personalized based on user categories (e.g., 

academics, MSMEs, or industry players). This way, the material will feel more relevant and 

applicable, improving the perception of content quality among users. 

The results of the response show that both e-modules and e-courses have positive evaluative 

values, but each has different advantages. E-modules excel in systematic design, while e-courses 

are stronger in content delivery and interactivity. By integrating the strengths of both and 

improving on the weak aspects, the overall effectiveness of AI literacy learning can be enhanced. 

 
D. Conclusion 

The overall research results indicate that students' AI literacy is currently at a functional 

level, but has not yet reached an adequate critical or ethical level. The development of e-modules 
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and e-courses has succeeded in significantly improving conceptual understanding, interactivity, 

and the ability to adapt the use of AI in an academic context. Positive user responses indicate 

that structured digital learning designs can effectively bridge the gap in students' understanding 

of how AI works, its benefits, and its associated risks. These findings confirm that AI literacy 

needs to be developed not only on the technical side but also in critical thinking, information 

verification, and ethical awareness in the use of artificial intelligence-based technology. 

The research findings have strategic implications for education policy, particularly the 

urgency of integrating AI literacy as a basic competency in higher education curricula. 

Educational institutions need to develop guidelines on the ethical use of AI, strengthen academic 

policies related to AI-based plagiarism, and ensure that students receive systematic training on 

prompt construction, AI result verification, and algorithmic risk awareness. This research has 

limitations, including the relatively small number of interview respondents, the limited context 

coverage of one group of students, and the lack of long-term effectiveness testing of the 

developed e-modules and e-courses. Further research with a broader sample and a longitudinal 

evaluation approach is needed to obtain stronger and more in-depth generalizations of the 

findings. 
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